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Chapter 1 Device Connection

The VP360MPOE is a Power-over-Ethernet air-quality and vape detector. Before configuration, connect
the unit to your network and locate it on the local segment.

The detector ships with DHCP enabled, so it requests an address automatically the moment it is powered. Follow
the steps below to bring it online and open its web interface.

1. Connect the VP360MPOE to a PoE switch. Once power is applied, the detector obtains an IP address from
your DHCP server automatically.
2. Your computer need to be connected in the same network segment, 192.168.1.100.

NOTE Your computer must reside on the same network segment as the detector. If the VP360MPOE is at
192.168.1.100, your PC must use an address in the 192.168.1.x range before the web interface will load.

Chapter 2 Web Login

Sign in to the web interface with the factory credentials: user name admin and password 111111.

For security, the interface requires you to replace the default password on first login. Enter a new password

when prompted and click Confirm to save it.

Change Password

" Original Password | Plea:

* New Password

* Confirm Password

Figure 2-1. The mandatory change-password prompt presented the first time you sign in.

I TIP Record the new password in a safe place. It is required for every subsequent login and for access to the

configuration pages.
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Chapter 3 Dashboard

The dashboard is the detector's home page. It presents live readings from every built-in sensor
alongside the current event and risk status.

The following sensors report their real-time and reference values on the dashboard:

Temperature and humidity
TVOC

co

co2

NO2

PM1.0, PM2.5, and PM10
HCHO

Tamper sensor

Motion sensor

The dashboard also summarizes event status for Vape/THC, Tamper, CO2, Motion, PM2.5, TVOC, Sound, Masking,
AQl, HI, and Temperature, together with an overall Risk Level.

Smart Sensor = Dashboard Q I & (@ oadmn o
— Temperature Humidity voC co coz NO2 PM1.0 PM25 PM10 HCHO
741 749 395 0.75 462 24 22 35 41 13
£ Device Settings v F %ot pg/m? PPM PPM PPB g pgim® gim® pglm®

& Management

- 250

1) Resource “ / 200 300 \ :

I 350 \
(& Alarm Settings 1 400 B A
BB Platform Integration v 50 / 450 ' TaH "J

\ 34 / GTEEEED

A W 500 /
%) History v \ .
Good LEVEL 1 Comfort Good
Air Quality Index Health Index Temperature Risk level

~O-PM25 O~ TVOC O Temperature ~O- Humidity

1.500
i) 1,200
Vape Tamper

900
o0 o 600
S f
_
PM25 Masking 300

Figure 3-1. The live dashboard, presenting AQl, Health Index, temperature, risk level, and the individual sensor gauges.

NOTE Each event indicator is shown as a blue icon under normal conditions. When an event is detected, the
corresponding icon turns yellow or red to draw attention to the change.
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Chapter 4 Device Settings

The Device Settings pages cover identification, timekeeping, firmware, network, and hardware
verification for the VP360MPOE.

4.1 Device Info

Use this page to describe the detector in detail, which makes it easier to recognize where each unit is installed.

lil

Smart Sensor Device Info O 1 &5 @admn o

@ Dashboard
Device Info
B Device Settings ~
MAC
IP Address
@ System Time
SN
& Upgrade
Model
£ Config
Loceation SmartSensor
@ 1P Address
LnghndLat  Longitude Laitude
N WIFI Config
Building
[ RTSP Settings
Floor
£ Function Test
Room Number
& Management
Wing

() Resource v
Section

£ Alarm Settings “

Manager

£2 Platform Integration o Main Version

FW Version

Figure 4-1. The Device Info page, where descriptive details such as name and location are entered.

TIP The value you enter in Location is overlaid on the RTSP video stream. This usually lets you identify a detector
from the video alone, without opening its web interface again.

4.2 System Time

After installation, set the detector's time zone so its clock matches the rest of your local network. Accurate time
keeps logs and event records consistent across devices.

The default NTP server is time.windows.com. Daylight saving time (DST) is supported for the USA and Canada.

Smart Sensor = System Time Q I & (@ oedmn o
@ Dashboard
System Time
2 Device Seftings
Enable
[ Device Info
NTP Server time.windows.com
System Time
DST Enable
© Upgrade
TimeZone  UTC+8
£ Config
System Time 2025:07-28 15:41:48
£ IP Address
M WIFI Confi
N onfig Sync Local Time: m
[ RTSP Settings
£ Function Test
& Management
) Resource ~
{8 Alarm Settings v
£ Platform Integration -
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Smart Sensor

System Time
@ Dashboard

1 Device Settings

System Time
2 Device Info

Figure 4-2. The System Time page, showing NTP server and time-zone selection

Enable
* NTP Server time.windows.com
T System Time
osT B Enable
@ Upgrade
Time Zone
% config
System Time America Adak
& 1P Agdress Canada Chicago
2\ WiFl Gonfig Datroit
Halifax
[ RTSP Settings
Function Test
& Management

() Resource

Los_Angeles

Phoenix
(8 Alarm Settings

E8 Platform Integration

4.3 Firmware Upgrade

This page updates the detector's firmware (FW).

1. Click Upload and select the firmware file.

Smart Sensor

2. Once the upload finishes, click Operate to begin the upgrade.

il

@ Dashboard

System Time x

Upgrade
==
45 Device Settings ~
No. Version File Name Status
Device Info update-standard-25.07 05.07-cft
L:l 1 25.07.05.07 B o
pdate.bin
@ System Time
10/page Total 1
@ Upgrade
£ Config
@ IP Address

N WIFI Config

Username
[ RTSP Settings

admin
Funetion Test

& Management

() Resource

£k Alarm Settings

£ Platform Integration

Figure 4-4. The Firmware Upgrade page, with the upload and operate controls.
process; interrupting power during the upgrade can leave the unit unusable.

CAUTION A firmware upgrade normally takes about three minutes. Keep the detector powered for the entire
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4.4 Configuration

This page groups the detector's operating options and maintenance actions:

e Data Post — forwards all measured data to a third-party platform for analysis and algorithm development.

Enable it only when your deployment specifically requires it.
Temp Type — selects whether temperature is displayed in Celsius or Fahrenheit.
Health Index Calc — the calculation method for the Health Index; the default uses an average value.

Download / Upload Config — exports one detector's configuration and applies it to others, saving time
when installing multiple units.

Default — restores the factory settings.
Reboot — restarts the detector.

Smart Sensor = System Time % Upgrade x Config % Q 5 (@ admn o8
@ Dashboard
Cenfig & Download Config
28 Device Seftings
Data Post (For Development And Troubleshooting Only)
) Device Info
Temperature Type Centigrade © Fahrenheit
& system Time
Health Index Calc | @ Average Valus Maximuim Value
& Upgrade
& Config
& IP Address
N WIFI Config

[ RTSP Settings

% Function Test
& Management
1) Resource ~
£ Alarm Settings v

£ Platform Integration v

Figure 4-5. The Configuration page: Data Post, Temp Type, Health Index Calc, configuration import/export, Default, and Reboot.

CAUTION Do not enable Data Post unless you have a specific need for it. When active, every reading the detector
produces is transmitted off-device to the connected platform.
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4.5 |P Address

255.255.255.0.

Smart Sensor

@ Dashboard

£ Device Settings

1P Address
[ Device Info

enable bHeP (@)
IPv4 Address
@ system Time
1Pvd Mask
@ Upgrade
1Pvd Gateway
£ Config
Mac Address
8 IP Address
Preferred DNS | 8888
N WIFI Config
Alternate DNS
[ RTSP Setiings
% Function Test

& Management

(i) Resource

Alarm Settings
g

£ Platform Integration

e (N

4.6 WiFi Configuration

Smart Sensor

@ Dashboard

Dashboard x

Enter the correct SSID and password to connect the VP360MPOE to a wireless network.
L8 Device Seftings

Figure 4-6. The IP Address page, with DHCP toggle and manual address entry.

WIFI Config
[ Device Info

WIFI Config
& System Time

Enable

ssip
@ Upgrade

Password
¥ Config

Status
@ IP Address

Q
Bssid
Key Mgmt
N WIFI Config
ip Address
[ RTSP Settings
Mac Address
£ Function Test
Gateway
& Management
e :
{2x Alarm Settings v
£ Platform Integration
Figure 4-7.

. The WiFi configuration page, with SSID and password fields.

H]

% "
& admin

o

HE ]

admin

This page adjusts the detector's network address and toggles DHCP on or off. The IPv4 subnet mask is

L
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4.7 RTSP Settings

The detector publishes a video stream at rtsp://<ip address>:554. You can overlay the device date and time, the
device name, and a custom logo on this stream.

Upload the logo from Resource — RTSP Config first, then select it here.

® Screen — chooses the video resolution from three sizes: 1920x1080, 1280x720, and 640x360.

e Frame Rate — selectable from 1 to 5 fps.

Smart Sensor = RTSP Settings Q {1 & (g edmn @f
@ Oashboard
RTSP Setlings
2 Device Settings ~
Show Datetime 2
2 Device Info
Show Dev Name a
@ System Time

Show Logo
& Upgrade
Sereen 1920 " 1080
£ config
Framerate 5
@ 1P Address
N WIFI Config m
2 RTSP Settings

2 Function Test

& Management

() Resource v

&)X Alarm Settings ~

£ Platform Integration ~

Figure 4-8. The RTSP Settings page: stream address, overlay options, resolution, and frame rate.

4.8 Function Testing

This page verifies that individual hardware components operate correctly, including the audio output, alarm
output, fan, and RGB lights.

Smart Sensor = Function Test Q I & (@ oedmn
@ Dashboard
Function Test

Refresh
24 Device Settings

HED =
Network Wifi Fan - § ﬁ ®
3 Device Info =
DHCP: on Enable : orf Fan : [ on |
@ system Time lpva: 192.168.1.100 Fan Speed : 1-Least Fast
& Upgrade Mask: 255.256.255.0
Gateway: 19216811
% Config
MAC 86:1£64:a36b:3d
@ IPAddress
N WIFI Config
[ RTSP Setings Audio GPIO LED
Green
& Management
Blue :
() Resource ~
{8 Alarm Settings v
E2 Piatform Integration ~

Figure 4-9. The Function Testing page, used to exercise the audio, alarm output, fan, and RGB lights.

CAUTION The fan must remain on at all times. Never switch it off; continuous airflow is required for the sensors to
operate correctly.
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Chapter 5 User Management

To grant additional people access to the web interface, click Add and create an account. Each account is assigned
a Level of either admin or viewer.

Smart Sensor = Function Test % Management (=] E & aamin o
@ Dashboard
2 Device Seftings v
No. Username Level = Operate
& Management 1 admin Admin
2 viewer Viewer s
) Resource - . n
10page - Total2 n Goto 1
(3} Alarm Settings i
&8 Piatform Integration -
D History v

Figure 5-1. The user list, showing each account and its assigned access level.

Add
* Usemame
" Level please select level

* Password please enter password

* Confirm Password please enter password again

Figure 5-2. The add-user dialog, where a new account and its level are defined.
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Chapter 6 Resources

The Resources section stores the media and templates the detector draws on: the RTSP logo, audio
clips, LED colors and patterns, and the notification email templates.

6.1 RTSP Logo / Resource

Upload your custom logo here. To display it on the video stream, go to Device Settings — RTSP Settings and select
the uploaded logo.

The logo must be a PNG image measuring 500 pixels wide by 100 pixels high.

Smart Sensor = Function Test x Management x RTSP Config x o 8
@ Dashboard
Risp Logo

) Device Settings
& Management
) Resource

) RTsP Config

) Audio Config

L) LED Config

3 Email Template
1&} Alarm Seftings.

E= Platform Integration

D History

Figure 6-1. The RTSP logo resource page, where the overlay logo is uploaded.

6.2 Audio Files

The VP360MPOE includes eight built-in audio files, and you can upload additional pre-recorded clips. Uploaded
files must meet the following requirements:

Property Requirement
Format WAV
Maximum file size 10 MB
Channel type Mono
Sampling rate 16k

Bit rate 256 KBps
Maximum total audio storage 17 MB

To add a clip, click Custom and then Upload.
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Smart Sensor = Audio Config 0 I & @admin &

@ Dashboard

Default
£ Device Settings ~

& Management

No. Filename

Time Operate
(lh Resource ~
1 Emergencywav 2025-07-28 18:45:25 (0]
ES RTSP Config
10/page Total 1 n Gote 1
43 Config

) LED Config
£ Email Template
{3} Alarm Settings

£ Platform Integration v

D History “

Figure 6-2. The audio configuration page, listing built-in clips and the upload control for custom audio.

6.3 LED (Color & Pattern)

Configure which LED colors and blink patterns are available for use:

e Color — seven colors are supported: red, green, blue, yellow, violet, cyan, and white. Disabled colors do not
appear as options when configuring the LED.

e Pattern — thirteen patterns are available. As with colors, any pattern you disable becomes unavailable for
selection.

Smart Sensor = LED Cenfig 0 I & (& aimn 4§

@ Dashboard

Pattern
1 Device Settings

& Management .

No. Color State

Operate
1) Resource ~
1 Red a8
[& RrTsP config 2 G a
) Audio Config 3 Blue a
4 Yellow
£0 carfe a
5 Violet B
B2 Email Template
[ Cyan B8
{8 Alarm Settings e v White ﬂ
£ Platform Integration v 10/page Total 7 Goto 1
9 History v

Figure 6-3. LED color configuration, enabling or disabling each of the seven colors.
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Smart Sensor
@ Dashboard
£ Device Seftings
& Management
(M) Resource
[ RTSP contig
#) Audio Config
3 LED Config
£ Email Tempiate
{&X Alarm Settings
EE Platform Integration

%) History

= LED Config
Color terr
=
No. Color
- 1 Steady
2 1 Sec Blink
3 2 Sec Blink
4 5 Sec Blink
5 112 Sec Once
6 1Sec Once
v z 2 Sec Once
- 8 5 Sec Once
9 1 Min Once
- 10 Chase Right
10/page Total 13

Q 1 & (@ admin @f

State

Figure 6-4. LED pattern configuration, enabling or disabling each of the thirteen patterns.

6.4 Email Template

Operate

ooeooo0o

When an event occurs, the detector can send an email to notify recipients, and it can send a second email when
the event clears. This page defines the content of those messages.

Email Template Set — the content sent when an event is triggered.

Email Template Reset — the content sent when an event is released.
Subject — the email subject line. Type it manually, or insert the wildcards listed alongside the field to build it
automatically.

Wildcards make composition easier: to include a specific piece of information when an event is triggered or
released, click the corresponding wildcard and it is inserted into the message body automatically.

Smart Sensor
& Dashboard
£47 Device Settings
& Management
() Resource
[&) RTSP Config
) Audio Config
) LED Config
) Emel Terppicie
(3 Alarm Settings

£F Platform Integration

D History

oS @
i &
Email Template Set
Enavie @D
Subject
Body SN MODEL LOCATION  BUILDING  FLOOR ROOMNUMBER  WING  SECTION  MANAGER  LONGITUDE  LATITUDE
P DAE | TINE WA  WANNERSON  FWAERSION | RTSPVERSION | APPAERSION | WEBERSION
DATAALL  SENSORALL  GSENSORALL  PEOPLEALL  OALGALL AUDIOWALL  GENTIGRADE FAMRENHET HUMIDITY TVOO  CO2 GO KNOZ  HOHO P
PMi0 ETOH X Y z MGTION AQl HEALTH-INDEX RISK MASKING VAPE TAMPER NOISE

Email Template

ED-ALL | EDTRIGEER  EID-TRIGGERNAVE
B I U S  Nomal # SansSeif ¢+ = [E S EE H H B <« 9 7 A K

%CALC@AQI%%DEVICE@MODEL%7%DEVICE@LOCATION% %S YSTEM@IP%

Select Info &

Figure 6-5. The Email Template Set page, defining the message sent when an event is triggered.
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Smart Sensor Email Template Q 1 &6 @ admn of

@ Dashboard

Email Template Reset

£ Device Seftings v
T enavie @D
Subject 2
i) Resource & i
Body SN MODEL = LOCATION BUILDING ~FLOOR ROOM-NUMBER ~ WING  SECTION  MANAGER  LONGITUDE  LATITUDE
[ RTSP Config
P DATE | TIME | MAG  MAN.VERSION RTSP-VERSION  APP-VERSION | WEB-VE
4) Audio Config
DATAALL ~ SENSORALL ~ GSENSORALL  PEOPLEALL  CALG-ALL  AUDIGALL  CENTIGRADE  FAM HUMIDITY  TVOC | COZ CO | NOZ HCHO | PMt  PM2
& LED Config PMTO  ETOH X Y Z  MOTION AQI  HEALTHINDEX ~RISK  MASKING ~VAPE  TAMPER  NOISE
ED.ALL | ED-TRIGGER  EID-TRIGS!
B I US Normal %  SansSeif ¢ = [E = E E H H B <« 9 f A &  Selecthnfo &

@ Aarm Settngs - %DEVICE@MODELY%%SYSTEM@IPH%DEVICE@SNY%SYSTEM@FWVERSIONS:

£ Platform Integration v

9 History v

Figure 6-6. The Email Template Reset page, defining the message sent when an event is released.

Chapter 7 Alarm Settings

Alarm settings determine when each event fires and how the detector responds when it does.

7.1 Event Settings

Each event is defined by an Event Identifier (EID), a data source, its trigger and release conditions, an alarm
interval, and an advanced schedule. The EID is editable, but the data source is fixed and should not be changed.

Available EIDs include Vape, Masking, Aggression, Tamper, Motion, Health-Index, AQl, PM2.5, PM10, TVOC, CO2,
Humidity, HCHO, ETOH, Noise, Temp-C, and Temp-F.

e Trigger Alarm — the condition under which the event fires. Vape, Masking, and Motion use fixed algorithms
with no configurable threshold; the remaining EIDs offer a data range you can set.

® Release Alarm — the condition under which the event clears. For example, if the Vape reset time is set to 60
seconds, the alarm clears once the detector goes 60 seconds without detecting vape again.

e Alarm Interval — the minimum gap between consecutive alarms. Set to 300 seconds, a new alarm cannot
fire until 300 seconds after the previous one.

e Advanced — a time schedule for the event. For instance, setting Monday 06:30 to 20:00 restricts the event
to that window.
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Smart Sensor = Event Settings Q I & @ admin o8
@ Dashboard
Event Seftings
o Device Settings v
a oo
& Management
Event identifier Data Source Trigger Alarm Release Alarm Alarm Interval (Sec) Operate

) Resource L Vape Vape % At Once - Reset Time B0 200 Advanced Save
@ Aarm Seftings . Masking AtOnce - Resel Time 60 200 Aavanced | | save

Aggression Threshold 85 Threshold 82 200 Advanced | | save

@ Event Setlings:
Tamper Tamper - Threshold 500 Threshold 400 300 ‘Advanced Save
<] Action Settings

Motion Motion At Once = Reset Time 60 300 Advanced Save
£ Platform Integration “

Health_index Health Index Threshold 20 Threshold 30 300 Advanced | | Save
D History v

Aal AQl v Threshold 90 Threshold 85 300 Advanced | | Save

PM25 PM2.5 lig/* v Threshold 1000 Threshold 900 300 Acvanced | | save

PM10 PM10 yg/m v Threshold 1500 Threshold 1000 300 Advanced | | save

™vOC TVOC ppb S Threshold 3500 Threshold 3000 300 Advanoed | | Save

co2 €2 ppr © Threshold 1500 Threshold 1450 300 Advonced | | Save

Figure 7-1. The Event Settings page: EID, data source, trigger and release conditions, and alarm interval.

Advanced Setting Vape

.

Alert Times 08:30:00 - © 223000

Only send alerts between the selected times

Figure 7-2. The advanced schedule, restricting an event to specific days and times.

7.2 Action Settings

Action settings define what the detector does when an event is triggered or released. The available responses
are:

Sending the set or reset notification email.

Reporting the event to a third-party platform over HTTP, TCP/IP, or MQTT.
Activating the wired alarm output for a defined duration.

Driving a specific LED color and pattern.

Playing an audio clip.

Because the detector handles many events, each one can be assigned a Priority of High, 2, 3,4, 5, 6, 7, or 8.

e Save — stores the configured actions.
o Test — simulates the event so you can confirm the configured actions perform as expected.
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Smart Sensor = Action Settings O 5 5 @amn w2
@ Deshboard
Action Settings
B Device Settings v
= D
& Management
Email HTTP TcP MaTT LED
Event identifier Alarm Out By 10 Sound Priority Operate
Set Reset Set Reset Set Reset Set Reset Color Pattern
() Resource <
Vape None Red 5 Sec Once Stop_Vaping* High
(& Alarm Settings ~
Masking -] = ] None: Yellow 2 Sec Blink Masking_Dete High
@ Event Satlings
Aggression ] None None Steady None High Save Tes
] Action Settings
Tamper ] None None Steady None High save | | Test
= il ~
B Pratioin Integhation Motion None None Steady None High save | | Test
9 History ~ Health_Index None None Steady None High Save Test
Aal (] None None | Steady None High Save Test
PM2.5 None None Steady Nene High save | | Test
PM10 None None Steady None High
voe = Norie None Steady None High
o2 ] None None Steady None High

Figure 7-3. The Action Settings page, mapping each event to notifications, outputs, LED, audio, and priority.

Chapter 8 Platform Integration

The VP360MPOE can push event data to external systems over several protocols and send periodic
heartbeats to confirm it remains online.

8.1 TCP/MQTT

When an event occurs, the detector can send its details to a third-party platform over TCP or MQTT. The payload
can be formatted as plain text or JSON.

e Set String — the message sent to the platform when an alarm is raised.
® Reset String — the message that notifies the platform the alarm has cleared.

Smart Sensor = TCP Settings e 1§ & admin o
@ Dashboard
TCP Setings
£ Device Settings v
Enable [ @)
& Management
Host
Resource -
lil Port
(&} Alarm Settings i "~ Sel String © on off
= Json ¥ &
&5 Platform Integration ~
SN MODEL | LOGATION BULDING FLOOR  ROOMNUMBER WING  SECTION  MANAGER  LONGITUDE  LATITUDE
= TGP,
P DATE | TIME | MAC MANNERSION  FWVERSION  RTSPVERSION  APPVERSION  WEB-VERSION
13 HTTP Settings DATA-ALL SENSOR-ALL GSENSOR-ALL PEOPLE-ALL CALC-ALL AUDIO-ALL CENTIGRADE FAHRENHEIT HUMIDITY VoS coz co NOZ HCHO PM1
PM2 PM10 ETOH X ¥ r4 MOTION AQl HEALTH-INDEX RISK MASKING VAPE TAMPER NOISE
2 MQTT Settings
EDALL  EDTRIGGER  EID-TRIGGERNAME
9 Heartbeat i~
) SMTP Setiings
D History ¥ 8 "al1Data”: "NDATAGALLY"
91}
I' ResetString @ On off
Json ¥ a
SN MODEL  LOGATION BUILDING FLOOR ROOMNUMBER  WING  SECTION  MANAGER  LONGITUDE LATITUDE

Figure 8-1. The TCP/MQTT settings page, with server details and payload format.
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Smart Sensor = MQTT Sattings = Heartoeat x Q36 @amn of
@b Dashboard
MQTT Settings
418 Device Setings v
Enable [ @)
& Management
* Server
Resource v
- Port o
3} Alarm Settings - Cliort 1d
EE Platform Integration » User
= TCP Seftings Password
3 HTTP Setiings Topic pisase enter Topic
S MQTT Settings Qos Qos 1 - Send at least once
9 Heartoeat setsting @ On off
Json ¥ A i
&) sMTP Settings
SN | MODEL  LOCATIN BULDING ~FLOOR ROOMNUMBER =~ WING  SECTION MANAGER  LONGITUDE  LATITUDE
sty - P DATE | TIME MAC & MANVERSION FWVERSION  RTSPVERSION ~ APPVERSION = WEB-VERSION
DATAALL  SENSORALL  GSENSORALL | PEOPLEALL  CALCALL || AUDIO-ALL  CENTIGRADE  FAHRENHEIT ~ HUMDITY —TVOG CO2  ©O  NOZ  HGHO  PMI
PMZ  PMI0  ETOH X Y Z MOTION | AQl HEALTHINDEX RISK MASKING VAPE  TAMPER  NOISE
EDALL  EIOTRGGER  EID-TRIGGERNAME
i

Figure 8-2. The Set String and Reset String definitions for TCP/MQTT reporting.

8.2 HTTP

The detector can also report event details to a third-party platform over HTTP, again using either plain text or
JSON.

e Set String — the message sent when an alarm is raised.
® Reset String — the message that notifies the platform the alarm has cleared.
o Test — confirms that the settings are correct.

Smart Sensor =
@ Dashooard
£ Device Settings v

& Management

) Resource ~
{2 Alarm Settings ~
£ Platform Integration ~

= TCP Settings

£3 HTTP Settings

©» MQTT Settings
% Heartbeat
© SMTP Settings

%) History v

HTTP Settings

Q I & (& admn
HTTP Settings
Enabls [ @]
* Server
Method POST

*ContentType application/json

* Auth Method None

set string None

Private Key Value Pairs

Bearer Token

UMBER ~ WING  SECTION  MANAGER  LONGITUDE LATITUDE
BasicAuth
RTSP-VERSION  APP-VERSION  WEB-VERSION
ALC-ALL  AUDIOALL  CENTIGRADE  FAHRENHET  HUMIDITY |~ TVOC €02  ©O  NO2  HCHO | Pt
PM2  PMI0  ETOH X Y | Z MOTION  AQI HEALTHINDEX RISK MASKING  VAPE | TAMPER  NOISE
EDALL  EID-TRIGEER  EID-TRIGGERNAME
1-4
“XDEVICEGSNE" ,
SYSTENGIFS"
b

=«

Figure 8-3. The HTTP settings page, with endpoint and payload configuration.
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Smart Sensor

@ Dashboard

& Management

3 TCP Settings
13 HTTP Settings
C» MQTT Setiings
P Heartoeat

© SMTP Settings

D History w

8.3 Heartbeat

The heartbeat function periodically sends data to your platform over HTTP, MQTT, or TCP. You choose the interval

between heartbeats.

Smart Sensor =
@ Dashboard
28 Device Settings v

& Management

(i1 Resource -

() Alarm Settings -

£ Platiorm Integration ~
= TGP Settings

A3 HTTP Settings
©» MQTT Settings
o Heartbeat

) SMTP Settings

9 History v

2} Device Settings ~

il Resource ~
(&) Alarm Settings v
£2 Platform Integration ~

HTTP Settings

* reset string

Q 3 & (@ admin
AL

EID-TRIGGER.

EID-TRIGGERNAME

“trigge

“allbata®
¥
0 on or
dson ¥ A HH
SN | MODEL LOGATION BULDING FLOOR ROOMNUMBER WG  SECTION MANAGER  LONGITUDE  LATITUDE
P DATE  TME  MAC  MANVERSION | FWVERSION  RTSPVERSION | APPVERSION  WEB-VERSION
DATAALL | SENSORALL  GSENSORALL PEOPLEALL GALGALL | AUDIGALL | CENTIGRADE | FAHRENHE HUMDITY  TVOC €02 | CO  NG2  HCHO | Pt
Mz PMIS | ETOH | X Y  Z MOTION  AQI HEALTWNDEX  RISK  MASKING | VAPE  TAMPER  NOISE
EDALL  ED-TRIGGER  EID-TRIGGERNAME
=il
2 "sn; "DEVICEGSNE',
s “time": "XSYSTEMGTIMEX")
7 “trigger®: "KEIDETRIGGERN',
5 "allData": "¥DATAGALLY"
¥

Figure 8-4.

MOTT Settings x

Heartbeat

Enable

* Protocal

* Server

* Method

Content Type

* Auth Method

* Interval

* Message

The Set String and Reset String definitions for HTTP reporting.

Heartbeat x O I 6 @ admn

o

applicationfjson

None

1 Minute

Json ¥ A 1
SN MODEL | LOCATION ~BULDING FLOOR  ROOMNUMBER ~ WING  SECTION ~ MANAGER ~ LONGITUDE  LATITUDE

1P DATE | TME | MAC  MANNERSION  FW-VERSION  RTSP.VERSION  APPVERSION  WEB-VERSION

DATA-ALL ~ SENSORALL  GSENSORALL ~ PEOPLEALL  CALG-ALL  AUDIOALL  CENTIGRADE  FAHRENHEIT  HUMIDITY ~ TVOC €02 GO NOZ  HCHO | Pt
PM2  PMI0  ETOM | X | Y | Z MOTION | AQI HEALTHINDEX RISK  MASKING VAPE | TAMPER  NOISE

e

2 “XDEVICEGSNX" ,

3 USYSTENGIPK",

4 "HSYSTEMBMACK",

s "%SYSTEM@DATEX" ,

B

Figure 8-5. The Heartbeat page, selecting the transport protocol and interval.
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8.4 SMTP (Email)

Before the detector can send notification emails, configure SMTP. The Email Provider field supports Gmail and
Outlook; a Gmail example is shown below.

You can add several recipients. Enter each valid address, click the add control, and then click Save.

Smart Sensor = SMTP Settings 2 0L & & admin 4

@ Dashboard
SMTP Settings

2 Device Seftings v
Enable [ ®

& Management
Email Provider  Gmail

[l Resource v

Host smip.gmail.com
(&) Alarm Settings v Port 567
£ Platform Integration ~ Security TS

= TCP Settings User johnschuman90 @gmail.com

13 HTTP Settings Password

&» MQTT Settings Sender johnschuman90 @gmail.com

% Heartbeat Recipienti &j.colvell@invidtech.com ®06
 tisory . Ll

Figure 8-6. The SMTP settings page, showing provider selection and recipient entry using a Gmail example.
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Chapter 9 History

The History section retains sensor readings and event records, both of which can be exported as
reports.

9.1 Datalog

This page records sensor measurements over time. You can download the data as a report for a chosen time
range, and enable or disable which measurements appear on the page.

= Data Lo: ra & 3
Smart Sensor 9 Q {1 & (§oadmn of
@ Deshboard
202507-2800:00:00 -  2025.07-28 23:50:59 & Download B E
B Device Settings -
No. PM1.0(pg.. PM25(.. PM10(p.. TVOC(u.. Co2(PPM) NO2(PP.. Co(PPM) Hcho(p... Temper.. Humidit.. NoiseR.. Person...
&' Maiaement 1 2 35 4 1713 452 53 015 13 47 844 55 o
() Resource ~
2 24 a7 43 1734 452 53 075 13 747 845 56 o L]
@ Alam Settings = -
3 23 36 44 1720 450 53 075 3 747 845 58 T B
ES Platiorm Integration - B
4 22 36 46 1701 454 52 075 13 743 846 57 1 -
9 History -
L]
5 22 37 45 1708 456 52 075 3 743 846 55 )
& 'm
20254 B Moise Ratio (dB)
= EventLog 6 23 39 48 1716 457 53 0.75 13 747 847 50 0 5 2022:12
2025-07-2
T ] 30 ar 1704 dst 52 075 13 747 847 55 o 5 2021:28
2025-07-2
8 24 39 48 1719 462 53 075 13 a7 847 51 o 5 2019:50
2025-07-2
9 2 40 50 1724 462 53 075 13 747 819 63 1 A 20:19:25
2025-07-2
10 2 41 51 1710 458 52 078 13 745 851 53 o - 20:18:26

Figure 9-1. The Data Log page, with the sensor-measurement history and report download.

9.2 Event Log

This page records the detector's events. As with the Data Log, you can download the records as a report for a
selected time range.

Smart Sensor = Event Log O 1 & (@ edmn &
@ Dashboard
202507-0700:0000 - 2025.07-26 2315959 & Download B i
1 Device Settings v
No. EventID Type Value Date Time
£ Narsaimeet ' e oo . 20250724 19:30:16
2 Vape » g 2025-07-24 10:20:54
() Resource M
3 Measking reloase " 20250724 19:28:23
EtamiSatings - 4 Masking ” « 20250724 10:28:03
£ Platform Integration - 5 Vape retease c 2025-07-24 19:27:25
6 Vape ¢ 2025-07-24 1e:27:02
D History ~
7 Vape elease - 2025.07-24 10:26:12
5= Datalog 8 Vape . y 2025-07-24 10:25:51
9 Vape clease i 20250724 19:25:44
10 Vape : : 2025-07-24 10:25:23
10/page Total 222 21 Bl [l Sl fel 5 ] ] mem| @

Figure 9-2. The Event Log page, listing recorded events with report download.
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Chapter 10 Installation

The VP360MPOE can be pendant-mounted from a bracket or fixed directly to a ceiling or surface.
Choose the method that suits the mounting location.

10.1 Pendant Mount

Use a pendant mount to suspend the detector from a bracket or drop rod, following the sequence shown below.

= ~

NPT3/4'"
g

Figure 10-2. Pendant mount, step 2: securing the detector to the pendant.
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10.2 Ceiling / Surface Mount

Use a ceiling or surface mount to attach the detector directly to a flat surface, following the sequence shown
below.

Figure 10-3. Ceiling mount, step 1: marking and preparing the mounting surface.

Figure 10-4. Ceiling mount, step 2: fitting the mounting base.
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Figure 10-5. Ceiling mount, step 3: fastening the base to the surface.

Figure 10-6. Ceiling mount, step 4: aligning the detector with the base.

Figure 10-7. Ceiling mount, step 5: attaching the detector to the base.
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Figure 10-8. Ceiling mount, step 6: the completed installation.

Chapter 11 Important Notes

Observe the following points to keep the VP360MPOE accurate, reliable, and in good condition.

11.1 Power Supply

The detector accepts a DC12V input and can also be powered over Ethernet (PoE).

11.2 TVOC Sensor

Each time the detector is powered on or restarted, the TVOC sensor needs a warm-up period before its readings
are reliable.

CAUTION After every power-up, wait about 40 minutes before relying on TVOC measurements. The sensor reaches a
normal, accurate detection state only once this warm-up is complete.

11.3 Maintenance

Dust may accumulate on the surface over long periods of operation.

CAUTION Clean the detector only with a dry, clean cloth or a soft brush. Never use a damp cloth, alcohol, or
dishwashing liquid, as these can damage the unit.

11.4 Testing

You may wish to test vape detection after installation.

CAUTION Never blow air directly onto the detector's surface. Doing so can damage the internal sensors, and the
TVOC sensor in particular.

11.5 Monitoring Area

For the fastest response, keep the monitored area within a diameter of about 6 meters, and mount the detector
no more than 3.3 m above the floor (measured from ceiling to ground).
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